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oo o | Wireless LAN — 802.11

o Band 2.4Ghz

- 802.11-b : Wireless Lan yang menggunakan Frequency
2.4Ghz berkecepatan transfer data 11Mbps

- 802.11-b/g : Wireless Lan yang menggunakan Frequency
2.4Ghz berkecepatan transfer data 54Mbps

« 802.11-b/g/n : Wireless Lan yang menggunakan
Frequency 2.4Ghz berkecepatan transfer data 300Mbps

o Band 5Ghz

» 802.11-a/g : Wireless Lan yang menggunakan Frequency
5Ghz berkecepatan transfer data 54Mbps

» 802.11-a/g/n : Wireless Lan yang menggunakan
Frequency 5Ghz berkecepatan transfer data 300Mbps
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Channels 80211-b

9153/IH2 5.8 GHz 4
MMl 0 2= 3 D
6MHz e saswnz e 125 MHz
2401 1 2423 2426 6 2448 2451 11 2473
2412 2437 2462
2406 2 2428 2431 7 2453 2456 12 2478
2417 2442 2467
Channel number
2411 3 2433 2436 8 2458 2461 13 2483
:2422 : :2447 : 2472 : / TOp of channel
2416 4 2438 2441 9 2463 2473 14 2495
2427 2452 w_ 2484
N
2421 5 2443 2446 10 2468 \ ¥ Center frequency
2432 2457 \
2400 2410 2420 2430 2440 2450 2460 2470 2480 MHz Bottom of
channel
< ISM Band >

(14) 20 MHz wide channels
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e e o | Channels 80211-a

36 40 42 44 48 50 52 56 58 60 64

5210 5250 5290

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
149 152 153 157 160 161
5760 5800
5735 5745 5765 5785 5805 5815

o (12) 20 MHz wide channels
o (5) 40MHz wide turbo channels
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® e o | Wireless Configuration

o Basic Configuration :

» Wireless Tools — Scan, Snoop, Freg-Usage (site survey)

» Pointto Point — only “one” Client

- Registration Table — Wireless Link Monitoring

» Wireless N (example) — For “N Wireless Card ”

« Wireless Bridge - Inter-building Connection

» Point to Multi Point — more than one Client

» Access List — mac-address security

« Wireless Security — Encryption wireless security
o Wireless Protocol

« VAP — Virtual Access Point

» Nstreme — Mikrotik Wireless Performance Protocol

« WDS — Wireless Mesh Network
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®eo o |Scan Tool

Scanner (Running) =] E3
Interface: | wian7 kK , Start
Stop
Close
New Window
Connect
Address SSID Band Chan... Frequ... Signa... Noise... Signa... Radio Name RouterOS... v

|ARB 4C:5E:0C:27:D8:53 MikroTik-Karyawan 2GHz-B  20MHz 2412 -24 107 83 4C5E0C27D853 6.11
ARB 4E:5E:0C:27:.D08:54 Mikrotik-Hotspot 2GHzB 20MHz 2412 -25 -107 82 4C5E0C27D853 6.11

ARB 00:0C:42:6D:42:D3 qc2 2GHz-B 20MHz 2437 66 -108 42 000C426D42D5 5.21
ARB 00:.0C:42:61:B8:02 MikroTik-Karyawan 2GHz-B 20MHz 2462 77 -1 34 000C4261B802 6.11
ARB 02:0C:42:61:B8:02 TEST-24 2GHz-B 20MHz 2462 77 -1 34 000C4261B802 6.11
APR D6:CA:6D:12:62:FB ma2-2 2GHz-B 20MHz 2462 80 -1 31 DACAGD1262F9 522
APR D6:CA:6D:12:62:FC ma2-3 2GHz-B 20MHz 2462 -9 -111 32 DACA6D1262F9 5.22
APR D6:CA:6D:12:62:FD ma2-4 2GHz-B 20MHz 2462 80 -1 31 D4CA6D1262FS 5.22
APR D6:CA:6D:12:62:FA ma2-1 2GHz-B 20MHz 2462 80 -1 31 DACAGD1262F9 522
ARB D4:.CA:6D:12:62:F9 maZ2g 2GHz-B 20MHz 2462 79 -1 32 DACAGD1262FS 522
P  F8:1A67:D3:46.CC Radio Unisia 2GHz-B 20MHz 2437 91  -108 17

APR D4:.CA6D:F6:26:69 MikroTik-F62669  2GHz-B 20MHz 2412 49 -107 58 D4CA6DF62669 6.5

12 tems
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®e o (Snoop Tool

| Wireless Snooper (Running) (=] E3 |

Interface: wilan7 ¥ Start
Stop
Close
Settings
New Window
all .
Fr?quenc... ¢ |Band Address SSID Sig... Of Freq. (%) |Of Traf. (%) |Bandwidth |Ne... Stati...| ¥
al 2412 00:1A:95:BD:52:AA 83 00 0.0 Obps »
(&) 2412 2GHz-B 46| 424kbps 2 11
&) 2412 2GHz-B 4C:5E:0C:27-D8:53 MikroTik-... 23| 50.0 I8 21.2kbps
N e 4C:5E:0C:27:D8:53 MikroTik-.. -24 23| 50.0 I8 21.2 kbps
i - 78:CA:39:AF:70:EC MikroTil 67 0.0 0.0 0 bps
-l 2 F4:F1:5A:E4:47-35 MikroTik- 81 0.0 0.0 0 bps
239 20:CS:D0:DB:91:DD MikroTik-.. -58 0.0 0.0 Obps
o2 48:60:BC:3F:65:EF MikroTk-... -71 0.0 0.0 Obps
g2 DO:DF:9A:19:FC:2A :.';;;roT;;:- 73 00 0.0 0 bps
52 4C:8D:79:91:06:48 MikroTik- 63 00 0.0 0 bps
53 9C:E6:E7:48:D5:64 "“T-‘-‘- 60 0.0 0.0 0 bps
G) 2412 2GHz-B 4E:5E:0C:27-D8:54 Mikrotik-.. 23| 499 8 21.1kbps 2
N B 4E:5E:0C:27: DB 54 Mikrotik-.. 23 23} 499 8 21.1kbps
I S0.CC:F8:2E:AA:40  Mi fr~‘~€7'>d 95 0.0 00 _Obps
: () 2417 2GHzB [ 47 433kbps 0 0«
51 items (1 selected)
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® o o | \Wireless Menu

Wireless Menu:

- Interface — Daftar Interface wireless yang terpasang

« Access-List — Security Mac-address Client (AP Mode)
Registration — Daftar Wireless yang terkoneksi
Connect-List — Security Mac-address AP (Station Mode)
Security-Profile — Konfigurasi Wireless Security (WPA/WEP)

| Wireless Tables [=] E3 |
Intefaces | Nstreme Dual Access List Registration Connect List Security Profiles
g~ 71| |'Y| | Scanner || Freq.Usage || Alignment || Wireless Sniffer || Wireless Snooper
Name Type L2 MTU |Tx Rx Tx Packet (p/s) |Rx Packet (p/s) ' Tx Drops |Rx Drops Tx Emors ¥
~ 4Pwlan1  Wireless (Atheros ARS300) 2290 Obps Obps 0 0 0 0 0
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® o o [\Wireless Mode List
Wireless Mode -

_ General Wireless \wos Nstreme NVY2 Status

- alignment-only ‘ i
_ Mode: |station 7 id

o ap-brldge alignment only

: Band: |ap bridge
o brldge . bridge

Channel Width: |nstreme dual slave
» nstreme-dual-slave station
: Frequency: ot ation bridge
« Station SEID: station pseudobridge
. station-wds . :Itzglé:g: E’%esudobndge clone
can List:

. wds-slave cads slove

» Station-pseudobridge
» Station-pseudobridge-clone
- Station-bridge
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® oo |\Wireless Mode - 1

o alignment-only — Digunakan untuk melakukan pointing
dengan bantuan “Beeper” pada Routerboard.

o ap-bridge — Mode wireless sebagai Access Point untuk
topologi Point-to-Multipoint

o bridge — Mode wireless sebagal Access Point untuk
topologi Point-to-Point (hanya bisa menerima sat
client).

o nstreme-dual-slave — Mode wireless untuk
mengaktifkan topologi Nstreme-dual (Wireless Full
Duplex)

o station — Mode Wireless sebagai Client untuk topologi
Point-to-Point dan juga Point-to-Multipoint
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® o o |\Wireless Mode — 2

o station-wds — Mode wireless sebagai client tetapi
mengaktifkan protocol WDS (Digunakan untuk wireless WDS
client)

o wds-slave — Mode wireless sebagai Access Point dan juga
mengaktifkan protocol WDS (Digunakan untuk wireless WDS
repeater)

o Station-pseudobridge — Mode wireless sebagai client yang
bisa mengaktifkan bridge pada “station ” tanpa harus
menggunakan protocol WDS

o Station-pseudobridge-clone — Mode wireless sama seperti
station-pseudobridge yang dilengkapi dengan fungsi cloning
mac-address dari interface ethernet

o station-bridge — Mode wireless client untuk bridge network
sesama perangkat Mikrotik
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PTP

(only : MikroTik
AP one CPE Repeater Bridge Only
client)
Alignment Only - - - - - - Yes
AP Bridge Yes - - - Yes Yes -
Bridge - Yes - - Yes - -
Nstreme Dual
Slave i i i ) ) i Yes
Station - - Yes - - - -
Station
Pseudobridge i i Yes ) Yes i )
Station
Pseudobridge - - Yes - Yes - -
clone
Station Bridge - - Yes - Yes - Yes
Station WDS - - Yes - Yes Yes -
WDS Slave - - - Yes Yes Yes -
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¢ e | [LAB-1] Point to Point

AP Side

« Mikrotik Minimum Licence Level 3

» Set mode, ssid, band, frequency

» mode=Dbridge
. Hanya menerima 1 station s

ol Client Side

« Mikrotik Minimum Licence Level 3
» Set mode, ssid, band, scan-list

» Mode=station

» Make sure frequency is in scan-list
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e oo |[LAB-1] P2P (AP Side)
o Konfigurasi :
o Set mode, ssid, band dan frequency
o mode=Dbridge
« Hanya bisa terkoneksi dengan 1 station (1 client)

Interface <wlan1> =] E3

General Wireless HT WDS Nstreme NV2 .. OK
Mode: |bridge ¥ Cancel
Band: |2GHz-B/G * Apply
Channel Width: |20MHz + Ensble
Frequency: 2412 ¥ | MHz Comment
SSID: \mejax -~ [ :
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e oo | [LAB-1] P2P (Client Side)
o Konfigurasi :

o Set mode, ssid, band dan scan-list

o mode=station

o Pastikan frequency yang dipilih oleh
o AP masuk dalam range scan-list

Interface <wlan1>

General Wireless HT WDS Nstreme Status ... 0K
Mode: |station ¥ Cancel
Band: |2GHz-B/G + Apply
Channel Width: |20MHz + Disable
Frequency: (2412 ¥+ MHz e
SSID: |mejax P
Scan List: [2412.2417.2432-2462 +la | sk ‘
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® ® @ | Monitoring Wireless Interface

AP Client <4E:5E:0C:27:D8:54>
Interfaces Nstreme Dual Access List onnect List Sec| General 802.1x Signal | Nstreme NV2 Statistics OK
- R .
Y | 00 Reset Last Activity: 0.010s —S—
MAC Address Interface | Tx/Rx Signal...| Tx/Rx Rate / Tx/Rx Signal Strength: -42/-26 dBm
4E:5E:0C:27:.D854 wilanl -42/-26 72.2Mbps/72.2Mbps Reset
Tx/Rx Signal Strength Ch0: |-45/-26 dBm
. BE-0C-97-N0- Copy to Ac List
AP Client <4E:5E:0C:27:D8:54> Ti/Rx Signal Strength Ch1: [46 dBm Py l0 ACCess
G l - e s
eneral | 802.1x Signal Nstreme NV2 Statistics Ti/Rx Signal Strength Ch2: |-74 dBm Copy to Connect List
Radio Name: |4C5E0C27D853 Signal To Noise: |81dB Ping
MAC Address: |4E:5E:0C:27:D8:54 Tx/Rx CCQ: |65/60 % MAC Ping
Interface: wian1 . — P Throughput: |32391 kbps Telnet
Uptime: 00:09:41 Signal Strengths MAC Telnet
Distance: |1km S Rate Strength Last Measur¢ ¥ Torch
- : HT20—7 . S O - m:m:w ’
RouterOS Version: 6.11 ] 5 5Mbps 31 00:05:20
54Mbps 31 00:02:27
‘ 2Mbps 30 00:05:32
1item (1 selected) 11Mbps  -29 N 00:05:09
43Mbps -29 I 00:03:14
HT20-6 -29 00:02:06
6Mbps -28 I 00:06:14
SMbps 28 00:05:19
18Mbps  -28 00:04:36
26 Mhne 20 I nn-n2-5n ¥
4 »
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®e ¢ | [LAB-2] Point to Point Test

o Tambahkan IP address di interface Wianl.
o Test koneksi wireless kedua router dengan tool Ping.

o Setelah test ping berhasil maka wireless point-to-point
sudah siap.

(=]|E3

'S

Network Interface

Address: 172.16.1.1/24

Network::

Interface: wilan1
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®o o | TIpsS
Country : Membatasi channel yang bisa
digunakan sesual dengan regulasi sebuah
Negara.

Jika di set “no_country set” maka akan
menggunakan standart channel FCC compliant.

Snooper...

Country: |indonesia

Reset Configuration

Advanced Mode
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oo o | Quiz!

o Station yang menggunakan band 2.4 B bisa
terkoneksi dengan Access Point pada band 2.4
B/G/N, benar atau salah? Kenapa?

o Sebuah station memiliki konfigurasi scan-
ist=2412+2430,2440-2462. Apa yang akan
dilakukan oleh interface wireless ?

o Dengan opsi “country” yang berbeda, apakah
wireless link bisa terkoneksi ?
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o0 Data rates

Data rate : Informasi kecepatan transmisi data
yang bisa dilewatkan pada link wireless.

Interface <wlan1>

R 2T

Snooper... vanced HT WDS .. OK
Rate Selection: advanced + Cancel

Reset Configuration Rate Apply

= " defaut ' configured
Supported Rates B Enable
Advanced Mode vl IMbps V| 2Mbps (V] 5.5Mbps [v] 11Mbps ot
Supported Rates A/G
v 6Mbps  [v] OMbps  [v] 12Mbps 18Mbps Torch
v 24Mbps |v 36Mbps v 48Mbps 54Mbps Scan...
Basic Rates B Freq. Usage...
v! 1Mbps {2Mbps | [v] 5.5Mbps 11Mbps
Align...
Basic Rates A/G
v/ 6Mbps 9IMbps 12Mbps 18Mbps Sniff...
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o0 TX Power

Finface o1 |

Tx power : Pengaturan Daya pancar Nstreme Tx Power |Curent Tx Power Status ..
interface wireless. Tx Power Mode: [manua ’
Tx Powers
default : card wireless akan N ——
L. . 5.5Mbps: |17 dBm 11Mbps: |17 dBm
menggunakan nilai tx-power dari eeprom e e &
12Mbps: (17 dBm 18Mbps: (17 dBm
card-rates : Router akan melakukan 24Mops: [17 dBm  36Mops: |17 4B
perhitungan data rates menggunakan 48Mbps: (17 dBm  54Mbps: [17 dBm
algoritma eeprom berdasarkan nilai tx HT200: [17 dBm  HT20-1: |17 dBm
power yang d"nput user HT20-2: (17 dBm HT20-3: (17 dBm
HT20-4: (17 dBm HT20-5: |17 dBm
all-rates-fixed : Menggunakan satu nilai e RSl S
HT40-0: (17 dBm HT40-1: (17 dBm
tx-power untuk semua data rates. e P .
HT40-4: |17 dBm HT40-5: (17 dBm
HT40-6: |17 dBm HT40-7: (17 dBm
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e o o | Wireless N Config - Example

Advanced HT HTMCS WDS Nstreme TxPower Status

HT Rx Chains: |v| 0 (chain0) v 1 (chain1)

Aktifkan 1xXMIMO atau 2xMiMO [ (8192
HT AMSDU Threshold: 8192

Aktifkan channel tambahan

+|

HT Guard Interval: |any

HT Bxdension Channel: |below control

HT AMPDU Priorties
v 0 v 1 v 2 v 3
v 4 v 5 v B v 7
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®e o \Wireless Bridge

o Mikrotik Station mode “tidak bisa ” langsung
dimasukkan ke bridge port (keterbatasan
protocol)

o maka?

» Bisa menggunakan EolP antara ap-bridge and
station — seperti pada lab di materi bridge

» Pillihan kedua menggunakan mode WDS-station!
(Troughput drop...).

» Pilihan ke 3 menggunakan mode baru yaitu
station -pseudobridge

» Station bridge
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Wireless Bridge - Implementation

A
A ’ Z\
\ /
N 7/
~
~
~
~

w

N

Na

o,

Wireless network antar gedung

%
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® e | [LAB-3] Wireless Bridge

o Buatlah konfigurasi AP vs client yang digunakan untuk
Bridge Network via wireless, sisi client menggunakan
mode station-pseudobridge

o Setelah wireless sudah terkoneksi masukkan interface
wireless Wlan2 dan etherl ke dalam Bridge Port
(dilakukan di kedua router). Maka laptop kedua sisi bisa
berkomunikasi dalam satu segmen.

Station

Wireless

ethernet connectlon ethernet
iii ‘iii

192.168.0.x/24 192.168.0. x/24
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® ® @ | [LAB-3] Wireless Bridge — AP side

AP Side using Bridge Mode

Interface <wlan1> Of x |
General Wireless HT WDS Nstreme NV2 ... 0K
Mode: bridge + Cancel
Band: |2GHz-B/G * Apply
Channel Width: |20MHz ¥ Enable
Frequency: 2412 ¥ | MHz Comment
SSID: |mejax -
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®o [LAB-3] Wireless Bridge — Client side

Client Side:
» Set mode= station-pseudobridge

Interface <wlan1> EIE!
General Wireless HT WDS Nstreme Status ... OK
Mode: |station pseudobridge + Cancel
Band: |2GHz-B/G ¥ Apply
Channel Width: |20MHz + Deaabie
Frequency: 2412 ¥+ MHz o
SSID: |mejax A
Scan List: [2412,24172432-2462 3| a | o 1
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® 0 [LAB-3] Wireless Bridge- Bridge Config

Interfaces ,
Vivele New Interface
Bridge
g ° ’Por General ’STP Status Traffic
=] ||
@ Name: | Sgee3l
Name
Mesn Type: |Bridge
ai | MTU: 1500
IPv6 {
LZ MTU:
MPLS {
MAC Address:
Routing (
System | ARP: enabled 3
Queues - - . v
Dilakukan di kedua meja ——
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oo [LAB-3] Wireless Bridge — Bridge Ports Config

Interfaces
Wireless
PPP

Mesh
New Bridge Port

Bridge Ports ’Fllters NAT Hosts

{ — El Y

New Bridg 2 Port

General

General ’ Status Status

«|

Interface: ‘ 4 Interface: wilan1

+|

Bridge: |bridge1

Bridge: |bridgel

Priority: |80 hex
Path Cost: |10

Dilakukan di kedua meja '~

Horizon: ‘ —

Priority: |80

Path Cost: |10
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o0
Mikroti

ILAB 4] Point to Multi Point

K difungsikan sebagai access point. Digunakan

standart 80211b atau 80211b/g sehingga semua client
(berbagai vendor dan berbagai type) dapat terkoneksi.
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ee o |[LAB 4] P2MP —

o Membutuhkan lisensi level 4

o Set mode=ap-bridge
o Konfigurasi lainnya sama dengan konfigurasi

point-to-point

General Wireless IWDS Nstreme MNV2 Status

bobride |

Channel Width:
Frequency:
SSID:

Scan List:

AP Side

2GHz-BJG

20Mhz

+|
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oo [l AB 4] P2ZMP — Station Side

o Dapat menggunakan lisensi level 3
o Set mode, ssid, band, scan-list
o Set mode=station

| Interface <wlan1>

General Wireless |HT WDS Nstreme Status ... 0K
‘ Mode: |station + Cancel
Band: |2GHz-B/G + Apply
Channel Width: |20MHz * Disable
Frequency: |2412 ¥ | MHz e
SSID: |mejax
Scan List: [2412.2417,2432-2462 Torch
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® ® @ | Wireless Access Management

o Access List — adalah filter autentikasi sebuah AP (AP side)
terhadap client yang terkoneksi.

o Connect List — adalah filter autentikasi sebuah wireless station
(client side) terhadap AP mana yang ingin terkoneksi.

o Rule autentikasi atau filter autentikasi dibaca secara terurut dari
atas ke bawah seperti halnya sebuabh filter firewall sampai
request autentikasi mencapai kecocokan.

o Sangat dimungkinkan untuk memasang beberapa filter untuk
mac-address yang sama dan juga satu rule untuk semua mac-
address.

o Sebuah rule filter mac-adress bisa diterapkan pada sebuah
Interface wireless saja atau bisa juga untuk semua interface.

o Jika tidak ada rule yang sesuai maka akan digunakan default
policy (default authentication & default forward ) dari wireless
Interface tersebut.

Mikrotik Indonesia http://www.mikrotik.co.id 8/3/2015



o Kita dapat melakukan
menggunakan :

o Access List :
MAC Address

» Signal Strength
Time

Mikrotik Indonesia http://www.mikrotik.co.id

Client Management

pengaturan untuk setiap klien

may Access List ’ egistration
J L J L x 4‘ L l
IMAC Address

Interfaces Ns

i # | :Interface

49 D38:A2:5E: 8 all

a1 1 [
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AP Access Rule <D8:A2:5E:8C

:00:69>

dari client

Klasifikasi mac-address |Interface:

Signal strength Range:

Option

: A0 T Limit:
policy boleh

terkoneksi atau tidak X Limit:

&

list

Option waktu untuk
mengaktifkan rule access |ed key:

ate Key:

DS:AZ:5E:8C:00:B9

Authentication

Forwarding

¢

none

0x

all +
-120..120
v
v

~4&— Time
Time:

v sun  [vimon (v tue

00:00:00

1d 00:00:00

v wed [V thu
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®e o AP Management

o Kita dapat melakukan pengaturan untuk AP yang akan
kita hubungkan T

o Connect List:

Connect List §Security

Interfaces Nstreme Dual AccessList Registratic

¢ MAC Ad d ress Interface \MAC Address Connect | Area Prefix |Sig
o SSID Station Connect Rule <00:00:00:00:00:00>
Interface: 15 OK
- Area MAC Address: | v R
\v| Connect e
el [ Enable
Area Prefix: [ o
Signal Strength Range: |-120..120 | Copy
Wireless Protocol: [any E Remove
Security Profile: [default i
1 item (1 s4 disabled
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WLAN1
10.10.10.1/24

A

i
1
1

10Mbps/10Mbps

WLAN1
10.10.10.2/24

Station

\
N

‘  J
2Mbps

v

MEJA 2

Wireless Notebook
10.10.10.X+100/24

-~

MEJA 1

ILAB 5] Mac filter

Gunakan filter Mac-
address untuk
menetukan client atau
AP yang ingin
terkoneksi.

~ Wireless Notebook
SO 10.10.10.X+100/24
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® ® @ | Wireless Security

o Karena sifat dari wireless yang “open access” maka
sebuah access point akan rentan terhadap serangan
dari pihak yang tidak bertanggung jawab.

o Sudah saatnya untuk mengimplementasikan Wireless
Security untuk menjaga AP tersebut dari berbagai

serangan.

Wireless Tables

Security Profiles ‘

Interfaces Nstreme Dual Access L

Name \LMndg Authenticatio. .. Unicast Ciphers |Group Ciphers |WPA Pre-Shared ... 'WPAZ Pre-Share...
default no sokokodok rosrvI
i k : ok sokokokok
profile1 dy . . tkip aes ccm
profile2 & Tambahkan Security Profile |y seccom  #otorn e
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Security Profile <profilel >
® 0

General ’RADIUS EAP Static Keys

Tentukan metode securitynya Name: |profilel
Mode: dynamic keys +
— Authey. ation Types
) WPA PSK_ WPAZ PSK
| wPa EAP | wPA2 EAP
~ Unicast Ciphers
Tentukan passwordnya | 2€5 €€m
~ Group Ciphers \
v tkip aes ccm
WPA Pre-Shared Key: |mikrotik1 ]
WPAZ Pre-Shared Key: |mikrotik2 ]
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General Wireless |HT HTMCS WDS Nstreme

Mode: |ap bridge ¥

Band: |2GHz-B/G/N ¥

Channel Width: |20Mhz k3
Frequency: |2442 | ¥ | MHz

5SID: |mejax -

Pasang security pada interface | v
Wireless Protocol: . “pecified ¥

Security Profile: ‘default

. default
Bridge Mode:| | profile]

profile2
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e oo | [LAB-6] WPA Lab

WLAN1 o Gunakan WPA-PSK untuk
10.10.10.1/24 WLAN1 mengamankan jaringan
wireless.
10.10.10.2/24 _ _ _
o Security profile pada interface
W akan mempengaruhi semua

=== - client.
WPA-PSK Station

N

~
~

A

\

1 ~ Wireless Notebook
\ Mo 10.10.10.X+100/24
i
\
}
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o0 Wireless Protocol — Nstreme dan NV2

o Nstreme dan NV2 adalah wireless protocol
yang MikroTik's proprietary (protocol
yang tidak kompatibel dengan vendor lain),
yang digunakan untuk meningkatkan unjuk
kerja jaringan wireless point-to-point
maupun point-to-multipoint.

o Hanya bisa dilaktifkan di AP dan Client

Mikrotik, tidak disupport oleh perangkat
wireless brand lain.

o NV2 merupakan pengembangan dari
Nstreme
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[LAB-8] Nstreme

Station

WLANT
10.10.10.2/24

Ether notebook Ether notebook .
192.168.x.0/24 192.168.x.0/24 ,
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X ) Activate Nstreme on AP & Client

Interface <wlan1>

General Wireless HT WDS Nstreme Status Traffic

Mode: |ap bridge ¥
Channel Width: | 20MHz WDS Nstreme NV2 TxPower Cument Tx Power
Frequency: 12412 '
SSID: |MikroTik
Disable CSMA
Scan List:

+|

Framer Policy: best fit

Wireless Protocol: |nstreme Framer Limit: | 3200
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o0 Nstreme dan NV2 - Results

NV2 TxPower Cument Tx Power Status Traffic

Interfface <wlan2>

NV2 TxPower Cument Tx wer Status Traffic
Tx/Rx Rate: | 36.6 Mbps /11024 bps

Tx/Rx Packet Rate: |1635p/s ¥, Zp/s \ Tx/Rx Packet Rate: 3022p/s /12p/s
To/R Bes: 121 M ‘ Tx/Rx Bytes: vzno 0 MiB @B
T/Rx Packets: \ “ 553 Tx/Rx Packets: \

Tx/Rx Rate: |19.8 Mbps | /11024 bps

Bl Tx: 19.8 Mbps Bl Tx: 36.6 Mbps
Ml Rx: 1024 bps il Rx: 1024 bps
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